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Jaguar Password Changer

Password Changer
For Windows NT/2000/XP/2003/Vista Server & Clients

JaguarPasswordChanger solution easily creates, encrypts age<sliae passwords for the
Windows Server and clients.

It is intented to use in the Companies who has large nuofitSarver and Clients.

All the password (for example, local admin ) are charggdmatically with rules, defined
by customer.

A Password Changer Client Service , running on client maclgéhaages the defined account
password and report to the Central Security Server , iedtafi Security departman. All the
passwords are managed with Security Server. A strongptioer (Blowfish — 448 bit) is
used between Securty Server and Client Service.

Solution consist of 5 parts;

Security Server Service (NT Service)

Client (Password Changer) Service (NT Service)

Digital Vallet (save permanent/static password as eredypt
Special Group Management

Full Active Directory Integration

Password Query Tool

Alerter Service (NT Service)

Admin Console

ASP.NET Based Web Query & Admin

USB Token support for Password Query

Change NTService & Scheduled Tasks Account Password
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Security Server Service

Records the encrypted passwords, sent by Client Services
Adds the news systems to Database

Exchanges parameters with Client Service such as PasswandiG Period ,
Account name etc.
Responses to the requests came from Password Query Tool .

All the messaging between Server Service, Clienti&and Password Query Tool
Are maneged by TCP protocol and BLOWFISH encryption.

Client (Password Changer) Service

This application is installed for all Server and Clients.



It changes the password on Client Machine , regarding the rdifined by Securty
Server/Departmant.

First, it generates a password and sends to the Secwwgr.Sé€Securty server confirms the
change, it changes the Client password for desired Accoufimedién rules.

Alerter Service

This service generates and sends an alert to DB/SebDaqjigrtmant when critical sytems are
queried. If wrong password is entered 3 times for Quenpclts the query account and send
a mail to Securty departmant.

Password Query Tool

Jaguar Passwords - Query Tool
iT- JAGUAR |

Uzer Hame |I:uu|ent

System User
ADMINISTRATOR

xxxxxx

Pagzsword |

Enter Hozt Mame or DMS Mame

System Password

Host Name  |0542wS505 ;
XEOK24U

DNS Name |

Password Received..

Cuery I Close

This application is installed for all Server and Clientss Hctivated by key combination
Ctrl + Alt + J.

Users defined in Admin Console (for example technicians) caty @@mputer passwords,
changed by Client Service, by entering its own username anaqrass

User can query by IP adres or DNS names.



Admin Console

Database Login

D atabasze: SOLConnection

zer Mame: ||

Fazzword: |

ak. | Cancel |

Admin Console is protected by Username and Password .
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All JaguarPassword Changer system is managed by Admin Console

All the computers with Password Changer Service can be oneditvith Admin Console.

All password change history is logged and can be viewed by AGuorisole.

Computers for password change can be defined as Serveemis@nd can be categorized by
domain names.

All the Client Password Changer parameters can be madf&gmin Console.

Passwords can be queried by Admin Console









Web Interfaces for Admin & Password Queries

All Adminstation tasks and password Queries can also bagednby Web/ASP pages.
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